Introduction
============

Human technological innovation has progressed tremendously over the past century. From the flagship electronic devices of the early 1900s to the advanced circuits of the midcentury, the proliferation of the personal computer and the internet in the 1980s and 1990s, and the current expansion of nanotechnology and smart devices, the rapid evolution of technology presents opportunities for improving societal function and global well-being. One particular scientific field, *mobile health* (mHealth), is an example of technological expansion aimed at improving human outcomes.

Over the past 20 years, mHealth has emerged as an integrative discipline, focusing on developing and implementing wireless, portable, or implantable technology for improving human health \[[@ref1]-[@ref3]\]. Some mHealth approaches such as wearable fitness trackers for encouraging physical activity and smartphone apps supporting medication adherence have become ubiquitous in modern society as tools for promoting health \[[@ref4]\]. Infrastructures across the world, at multiple levels, continue to adapt to support the introduction of mHealth devices to the masses. Some examples include investments in expanding cellular infrastructure and internet access \[[@ref5]\], advertising campaigns disseminating new mHealth products \[[@ref6]\], collaborations between engineers and physicians for developing innovative mobile intervention approaches \[[@ref7]\], and electronic systems integrating mobile technology into clinical treatment approaches within health care organizations \[[@ref8],[@ref9]\]

Mobile Health Technology's Potential for Improving Health
=========================================================

The rapid proliferation of new technologies has often outpaced the slower process of collecting evidence on mHealth, such as by conducting rigorous clinical trials \[[@ref1]\]. However, there is a growing scientific evidence base supporting mHealth's effectiveness in improving health outcomes. Recently published clinical trial results, accompanied by evidence derived from alternative research methodologies (eg, microrandomized trials and *big-data* analytic approaches), increasingly support the efficacy \[[@ref2]\] and safety \[[@ref10]\] of mHealth approaches for improving various health behaviors and outcomes (eg, smoking cessation \[[@ref11]\], HIV care \[[@ref12]\], medication adherence \[[@ref13]\], chronic disease management and care \[[@ref2]\], and health-related quality of life \[[@ref14]\]) and reducing traditional care costs \[[@ref15]\].

Need for Human-Centered Implementation Research
===============================================

Even with emerging evidence suggesting the benefits of mHealth, the expansion of such technologies across multiple levels of society worldwide calls for *implementation* research---investigations aimed at better understanding the factors related to the successful introduction and utilization of mHealth interventions in the real-world community and clinical settings \[[@ref16]\]. Although limited, some mHealth implementation research does exist, and there are frameworks developed (eg, the Integrate, Design, Assess, and Share -- IDEAS Framework \[[@ref17]\]) for digital interventions that broadly suggest methods for designing, implementing, and disseminating such products. Overall, however, the literature regarding best practices for implementing mHealth is unclear. There is some consensus that one of the most crucial prescriptions for advancing mHealth implementation research involves better understanding the human-centered factors associated with the adoption, uptake, and sustained use of new technologies \[[@ref18]\]. Even if mHealth systems are shown to be effective, if individuals are unwilling to accept, trust, and engage with such technologies, mHealth cannot reach its potential for improving public health.

Issues in Widespread Technology Adoption
========================================

Given there is no *gold standard* for conducting human-centered mHealth implementation science \[[@ref19]\], historical perspectives regarding mass technology introductions may provide an evidence-informed precedent for approaching such research questions. Large-scale technological implementations of the past century provide exemplar accounts of human-centered factors that may hinder the widespread implementation and utilization of mHealth. For example, unsupported health worries surrounding the safety of microwave ovens (ie, concerns about microwave radiation being emitted into the nearby environment, increasing a perceived risk of cancer) date back to the product's introduction in the 1940s \[[@ref20]\], and these worries were further exacerbated in the 1960s when a US government survey reinforced this (mis)perception \[[@ref21]\]. The expansion of mobile phones and cellular networks in the 1980s brought about public trust issues with the increased amount of unseen radio waves traveling through the air \[[@ref22]\]. Recently, public concerns have been raised about the use of wind turbines for sustainable energy and almost unavoidable exposure to Wi-Fi internet signals and related to the upcoming global transition to 5G cellular data connectivity \[[@ref23]-[@ref27]\]. These factors tend to revolve around worries and distrust about the effects that unfamiliar, innovative devices may have on physical well-being \[[@ref28]\]. Although many people support such advancements, some are hesitant and express concerns about potential risks---particularly about negative health effects---of new technologies \[[@ref29]\].

In addition, the recognition that large corporate entities (eg, tech companies, banks, and communication providers) increasingly capture large amounts of data for their own use---often without clear disclosure and, in some cases, without consent---has stoked concerns about data privacy and the usage of such data \[[@ref30],[@ref31]\]. These data concerns, coupled with existent worries about the risks of new technologies on physical health, have led to distrust and may ultimately culminate in technological avoidance behaviors \[[@ref32]\].

Biopsychosocial Approach to Understanding Mobile Health Concerns
================================================================

We propose that worries about new technologies are multifaceted and that implementational concerns can be characterized as stemming from the dynamic interplay of biophysiological (eg, concerns about mHealth affecting physical health), psychobehavioral (eg, affecting well-being, perceptions, and decision making), and social (eg, affecting larger global policy and regulatory practices) constructs. Given mHealth's integration and reliance upon varied technological platforms (eg, passive sensing, wearable components, near-field communication \[NFC\] transmitters), we view mHealth technology as a case study of how current widespread implementation of innovative devices (with great potential for improving human health) may inadvertently instigate public distrust and concern. These issues likely are not confined to mHealth; many related technological services and products (eg, wireless power transfer, smart homes, and Wi-Fi connectivity) serve other market interests beyond health promotion and intervention yet may share features that similarly elicit concerns or distrust. We thus hope our attempt to better understand and prevent biopsychosocial public concerns with mHealth may help inform related technologies and issues.

Objectives
==========

The overarching objective of this paper is to bring attention to the potential biophysiological, psychological/behavioral, and societal ramifications related to (often unfounded) health concerns with newly emergent mHealth technologies. Given that there is very limited existing literature about this phenomenon, it is not yet possible to conduct a systematic review on this topic. Rather, we aimed to narratively summarize the key issues, present selected evidence, and, more generally, provide a conceptual framework for these issues---particularly for readers who develop novel mHealth technology (including those outside of social and behavioral science, such as engineers). Notably, we posit that there already likely are---and will continue to be---potential implementation barriers in the rapidly emergent mHealth product market. Such barriers, if not evaluated and addressed, may lead to lower uptake and nonadherence with mHealth technology. Specifically, we highlight the potential role of concerns regarding *power* (eg, electromagnetic hypersensitivity syndrome, EHS) and the nocebo effect, consumer distrust and technology avoidance behaviors, and larger social implications for user acceptability, regulation, and market availability. We also attempted to indicate how such considerations may extend to other (similar) technologies besides mHealth.

The absence of empirical evidence in this context also means the prevalence and magnitude of mHealth worries and concern are, at this point, somewhat left to speculation. To address this dearth in the literature, we believe it is essential to outline a conceptual framework to stimulate and inform needed research. Therefore, a secondary goal is to propose an approach to studying the details of such mHealth-related worries and concerns and suggest public health prevention efforts for curbing unfounded distrust in mHealth technologies. The proposed framework also integrates elements from widely accepted models for implementation research (eg, the Reach, Effectiveness, Adoption, Implementation and Maintenance-RE-AIM Framework \[[@ref33]\] and the Consolidated Framework for Implementation Research -- CFIR \[[@ref34]\])---broadly speaking, evaluating the target population's perceptions, designing interventions to match needs, and disseminating materials with evidence-informed methodologies. Future directions for evaluating and enhancing the uptake of safe and effective mHealth technologies are presented.

Biophysiological Concerns With Mobile Health Implementation
===========================================================

Worries about how novel technologies influence health outcomes are prevalent and appear to be increasing with the proliferation of advanced modern technology \[[@ref29]\]. Many new technologies, just as have many *old* technologies over the past century, have been linked to public concerns and reports of unpleasant physical symptoms and adverse health outcomes that sufferers attribute to exposure to new technologies \[[@ref35]\]. Symptoms reported are typically not associated with a specific bodily system or an underlying disease process but, nonetheless, are reported as severe and disabling; these include, for example, sleep disturbances, fatigue, headaches, and cognitive problems \[[@ref35]\]. Such concerns about the potential harms of new technologies and other aspects of modern life are common among otherwise healthy individuals \[[@ref36]\]. Public concerns appear to be heightened by technological exposures that have certain characteristics, for example, exposures that are involuntary, inescapable, and from a novel or unfamiliar source \[[@ref37]\].

Electromagnetic Hypersensitivity Syndrome and Mobile Health
-----------------------------------------------------------

One feature common to many technologies, including many mHealth devices, that prompts public concerns about health impacts is the emission of electromagnetic radiation. A number of products and components necessary for supporting mHealth systems (eg, Wi-Fi routers, cellular towers, rechargeable batteries, and wireless data) rely on power to operate harness magnets, capture or emit radio waves, or send or receive electricity. Some individuals have concerns about the release of unsafe levels of electromagnetic radiation into the environment. Furthermore, it is purported that there are specific types of predisposed or particularly sensitive individuals who experience unpleasant symptoms following such perceived exposures. Such people are often described as having EHS \[[@ref35]\]. Some studies have estimated that around 1 in 20 people in the general population believe they are affected by EHS, and it appears that many more are concerned about the potential negative health effects of exposure to electromagnetic radiation \[[@ref38],[@ref39]\].

It is likely that media coverage can strongly shape individuals' perceptions toward potentially inaccurate (and sometimes risky) misinformation (eg, the antivaccination movement \[[@ref40]\] and dangerous diet fads \[[@ref41]\]). In recent years, the reporting of EHS in the media has increased public concerns and subsequently reported instances and symptoms, as attributed to electromagnetic frequencies in the environment \[[@ref42]\]. Such circumstances have led to general public distress and distrust, increased seeking of medical care for EHS symptoms, and a growing number of activists and community groups worldwide \[[@ref24]\]. Some EHS sufferers and their families have filed lawsuits to get rid of technology that they view as posing risks to environment (including those vital to mHealth, such as Wi-Fi), asserting that such exposures are the cause of negative physical and psychological health outcomes, including suicidal ideation \[[@ref43]\]. Other EHS sufferers have taken more extreme intervention measures, such as choosing to leave their families and re-establish their lives in desolate rural areas where cellular networks are nonexistent \[[@ref24]\]. We recognize that the veracity of claims from media outlets can be questionable; what these reports do suggest, however, is that concerns and worries related to technology appear prominent, broadly distributed (eg, geographically and demographically), and accompanied by behavioral responses intended to manage the concerns and worries.

Science Behind Electromagnetic Hypersensitivity Syndrome
--------------------------------------------------------

In response to rapidly growing public concerns, observational and experimental studies have been conducted to understand the prevalence and possible physiological mechanisms of EHS. Cross-sectional research has found that the majority of EHS sufferers are self-diagnosed and have not sought medical care for the condition, that the mean duration of EHS symptoms is 10.5 years, and that more than half of those with EHS actively try to avoid electromagnetic field (EMF) sources \[[@ref44]\]. Rigorous trials (both in the lab and out in the field) over the past 20 years have also been conducted to better understand EHS and the effects of electromagnetic radiation on human health. The general consensus of the scientific and medical communities, based on extensive evidence, including that from double-blind sham-controlled experimental studies, is that the symptoms reported by individuals with EHS are *not* caused by exposure to electromagnetic radiation. When people believe that they are (or might be) exposed to EMF, they report experiencing unpleasant EHS symptoms, regardless of whether the EMF-emitting devices are switched on or off \[[@ref35],[@ref45]-[@ref48]\]. Multiple systematic reviews have found that there is no evidence to support EHS as a disease with a biological basis \[[@ref49],[@ref50]\] and that there has never been a causal relationship established between exposures to electromagnetic radiation and well-being \[[@ref51]\]. An alternative viewpoint that EHS symptoms are likely to be caused by the expectations and beliefs about the risk of potential harm and the accompanying worry is emerging; this process has more broadly been described as the nocebo effect.

Nocebo Effect
-------------

This is a phenomenon whereby nonspecific, unpleasant physical symptoms and other adverse health outcomes occur in response to negative expectations and beliefs (in this case, related to exposure to electromagnetic radiation)---rather than any specific physiological or environmental cause \[[@ref28],[@ref52]-[@ref54]\]. Nocebo effects are prevalent in medicine and daily life \[[@ref55]\], including in the development and maintenance of EHS symptoms, and these effects can be powerful enough to cause symptoms that lead individuals to hospitalization and medical intervention \[[@ref56]\]. Although the empirical evidence shows that exposure to multiple types of invisible wave frequencies does not cause EHS, individuals are still reporting unpleasant symptoms and negative outcomes as a result of (real or perceived) exposure. As noted, the (likely mistaken) perception that EMF exposure is unsafe leads to experiencing associated concerns, negative expectations, and subsequent (nocebo) symptoms.

Negative expectations can act via two different pathways to cause nocebo effects. First, by directly influencing the experience of physical symptoms through neurobiological changes as well as increasing anxiety and shifting attention toward the expected experience \[[@ref57]\]. Second, via a misattribution process whereby normal physical symptoms are mistakenly attributed to the perceived toxic or harmful exposure (ie, in this case, electromagnetic radiation). The experience of physical symptoms is common, even in healthy individuals, thereby providing a range of potential symptoms for misattribution at any given time \[[@ref58]\].

Mobile Health Innovations May Fuel Nocebo Effects
-------------------------------------------------

Given the possibility that negative expectations regarding the perceived risk resulting from exposure to electromagnetic radiation can fuel nocebo symptoms and the common use of EHS-relevant technologies in the mHealth field (eg, Wi-Fi, wireless charging, Bluetooth connectivity, cellular signals, etc), evaluating and addressing worries about mHealth technologies is timely. Technologies that are poorly understood by the population at large are increasingly being employed to support mHealth prevention and treatment approaches. For example, wireless power transfer is now necessary for charging current health-monitoring smartwatches and wearables \[[@ref59]\]; in addition, implantable pacemakers rely on this technology for seamless charging without surgery \[[@ref3]\]. NFC devices, which can be used to trigger intervention messaging in particular spaces and environments on mobile devices, rely upon the sending and receipt of radio waves \[[@ref60]\]. As these technologies continue to proliferate to support mHealth approaches, the likelihood of such devices fueling health concerns, negative expectations, and EHS symptoms via the nocebo effect is heightened. More generally, assuming that mHealth technologies and therapies are developed that are, in fact, safe and effective, these worries represent a critical implementational barrier to the dissemination and impact of mHealth. Thus, research on these topics may also be helpful to understand and address public distrust, thereby facilitating the expansion of safe and effective mHealth technologies (and providing the opportunity for such technologies to reach their potential for improving health).

Psychological/Behavioral Concerns With Mobile Health Implementation
===================================================================

Roger's \[[@ref61]\] *Diffusion of Innovations Model* of the 1960s (among others) aimed to characterize individuals across a spectrum of psychological and behavioral dispositions toward adopting new technologies, from *early adopter* to *laggard*. However, given recent surges in the accessibility of mobile technologies, and that over 90% of global adults now own a mobile device \[[@ref62]\], the many *mobile laggards* of recent decades have become potential mHealth consumers/users. The majority of people worldwide are surrounded by new technological systems and infrastructure (eg, video surveillance, open Wi-Fi, and long-term evolution networking) \[[@ref5]\]. Separate from contributing to EHS and nocebo effects, the global push to *go mobile* has raised significant public concerns about data privacy and trust issues.

One-fourth of the world population logs on to Facebook at least once per month \[[@ref63]\], and almost 88% of the global smartphone marketplace belongs to Google \[[@ref64]\]. In recent years, such companies (among many others, such as Equifax \[[@ref65]\] and Amazon \[[@ref66]\]) have faced public scrutiny over their mass procurement, guarding, and utilization of personal and mobile usage data \[[@ref67]\]. Much of these data are collected *passively*, as in, users are unaware of when their personal mobile device, browsing, or provided data are being collected, or how they are being harnessed (or used) by the associated company \[[@ref68]\]. Many consumers, especially in high-income nations, view the procurement of ongoing, passively obtained personal, financial, and health information to be intrusive and an invasion of privacy \[[@ref68],[@ref69]\].

Many tech giants (eg, Facebook and Google) assert that users fully accept their companies' data privacy standards when they agree to the *terms and conditions* of signing up for a service \[[@ref70]\]. Although such affirmation has in some cases been seen as legally binding \[[@ref71]\], such data privacy considerations have also been widely criticized. mHealth technologies, particularly those that involve personal health information (PHI), may require greater attention to these data privacy concerns; this may result in better data management practices, but this also represents a potential barrier to implementation and adoption of mHealth technologies \[[@ref72]\]. For example, clinically verified monitors for tracking ambulatory physiology (eg, blood pressure) face stringent US Food and Drug Administration standards for the transfer and storage of data to protect patient anonymity \[[@ref73]\], and similar standards exist in other high-income nations \[[@ref74]\]. Many private companies that manufacture medical-grade mHealth devices have also made their data privacy actions transparent on the Web, many aspiring to use layperson language \[[@ref75]-[@ref77]\]. Physicians have also requested clinician-focused educational materials about the security of mHealth technology's data transfer and privacy, and easily delivered resources for ensuring enhanced transparency (to patients) about the safety of implementing new technologies into care \[[@ref6]\]. Yet given the public distrust fueled by concerns with the tech giants' usage of individuals' mobile data, trust in upcoming mHealth technologies may dwindle---if so, such worries and concerns may slow the adoption and uptake of such devices. Indeed, researchers have noted considerable variability in perceived safety and security of mHealth apps and similar products \[[@ref31]\].

Mobile Health Innovations May Fuel Avoidance Behaviors
======================================================

Avoidance behaviors are characterized by protective, sometimes proactive, actions toward avoiding situations that may be perceived as harmful to well-being \[[@ref78]\]. In terms of innovative technologies, Technology Threat Avoidance Theory describes consumers' actions for avoiding technological entities that are perceived to cause harmful outcomes, especially individual harms related to information and data security \[[@ref32],[@ref79]\]. Although many mHealth technologies have secure collection and responsible usage of patient data for clinical purposes \[[@ref7]\], broader concerns regarding general consumer security (eg, of big data procurement) are likely to persist even as mHealth continues to be more integrated into clinical prevention and intervention approaches---perhaps resulting in increased avoidance behaviors.

Worries regarding *data insecurity* \[[@ref67]\] are certainly not constrained to mHealth. For example, SmartHome technologies (ie, wireless monitoring of heating and air conditioning, locks, and surveillance systems in homes, among other capabilities) are increasingly prevalent in high-income nations and require the transfer of intimate home-based environmental data and video streams between mobile devices \[[@ref80]\]. In addition, social media utilization increased by 13% globally from 2017 to 2018, with most platforms being accessed via mobile devices \[[@ref81]\], and the background monitoring of smartphone usage statistics and *digital footprints* is at an all-time high \[[@ref82]\]. Multiple private and public technology companies, including those invested in mHealth and other consumer innovations, will benefit from a more nuanced and evidence-based understanding and accurate evaluation of perceived data security (or lack thereof) and its impact on avoidance behaviors.

Societal Concerns With Mobile Health Implementation
===================================================

For mHealth technologies to reach their full potential on a global level, they must be trusted, accepted, and adopted by society at large. One implementation factor positively associated with the adoption of newly innovative technologies to society is overall consumer *acceptability*. Multiple well-regarded models have been established to explicate the relationship between consumer acceptability and adoption of new technologies, including the Technology Acceptance Model \[[@ref83]\] and the Consumer Acceptance of Technology model \[[@ref84]\]. Acceptability is purported to be a multifaceted concept, with agreeability, satisfaction, and willingness to engage with a device being common constructs associated with measuring how *acceptable* a product is to an end user \[[@ref19]\]. It can also be measured at different timepoints, including prior to use, to predict adherence with a new technology (eg, *hypothetical*, *a priori*, or *prospective* acceptability) and after (eg, *actual*, *experienced*, or *retrospective* acceptability) the technology has been introduced to the user \[[@ref85],[@ref86]\]. Higher levels of consumer acceptability (both before and after engaging with a device) are associated with higher sustained levels of uptake to using technological systems \[[@ref83],[@ref84]\].

The concern here is that for mHealth, we have strong reasons to believe that some significant fraction of potential consumers may have worries regarding potential negative health effects and data security and privacy, particularly as they see (likely nonrepresentative, but very powerful) media stories consistent with their concerns. In such cases, it appears likely that this will limit consumers' acceptance of innovative mHealth approaches, their willingness to engage with mHealth, and their satisfaction with the technology (ie, devices thought to elicit negative health effects or foster data privacy concerns will not likely be satisfactory to the average consumer). Taken together, these effects will limit consumer mHealth acceptability, which, in turn, limits social uptake of the technology overall. If the individuals who can benefit from mHealth do not accept the technology, particularly when based on unfounded concerns, this may impede the larger societal acceptance and capacity of mHealth to reach its potential for public good as a tool for enhancing human health.

Issues for Taking Mobile Health to Market
=========================================

Government agencies tasked with ensuring public safety and health are likely to pay attention to any data privacy concerns or perceived negative health effects of mHealth products, even in the absence of a strong scientific base to support such worries. Addressing these concerns can be costly. For example, investigating complaints about wind farm--related EHS is anticipated to cost the Australian government more than Aus \$2 million (US \$1.2 million dollars) \[[@ref23]\]. Chapman and Crichton \[[@ref23]\] note that unfounded public concerns not only cause major delays in the rollout of beneficial technology but also impede the pace of global technological advancements. A growing rollout of mHealth to market in high-income nations in the near future may face similar scrutiny, potentially requiring taxpayer dollars, reducing government interest in supporting such technologies, and ultimately slowing the development and implementation of mHealth.

In addition, reported concerns with mHealth technologies can result in legal ramifications for product developers. For example, in the case of EHS, some sufferers have filed lawsuits against producers and local governing bodies in an attempt to rid their environments of various types of devices that emit electromagnetic radiation \[[@ref43]\]. As similar public perceptions could evolve around mHealth, manufacturers who would otherwise be well fit to mass produce such technologies may be hesitant to embark on such an endeavor for fear of litigation, negative publicity, and lawsuits. Alternatively, if such concerns do emerge about a recently marketed product, the resultant legal and financial challenges may be beyond the capacity of the business to manage. In addition, extending prior discussion on this point, in recent years, tech giants such as Facebook and Apple have faced class-action legal suits regarding data privacy issues, in turn, contributing to publicized distrust and worry with associated apps and products \[[@ref68],[@ref87]\].

As a function of reduced acceptability and uptake, the mHealth product market may be limited or may fail to show the expected growth. As has happened in the past when unfounded privacy and health concerns have been disseminated to the public, otherwise safe products are seen as unacceptable and these new technologies are avoided by consumers \[[@ref23],[@ref83],[@ref84]\]. This, in turn, limits sales, meaning producers suffer low return on research and development expenditures. Subsequently, product developers halt manufacturing, shifting their resources and interests toward more acceptable products. The compounded scenario of distrust in mobile technologies, low acceptability limiting social capital and market reach, and hence, low producer investment in developing such devices, all reduce the likelihood of mHealth reaching its full potential for enhancing public health.

Social and Behavioral Science Solutions to Address Mobile Health Implementation
===============================================================================

To better understand and recalibrate public concerns surrounding emerging mHealth technologies, we propose a biopsychosocial framework derived from previous work to investigate these human-centered implementation factors. Such research can inform proactive prevention efforts, aimed at reducing the likelihood of negative expectations, nocebo effects, data and privacy concerns, and overall social worries, regulations, and barriers to taking mHealth products to the market.

Initially, we propose that public perceptions surrounding the safety and security of mHealth technologies be systematically evaluated. Specifically, such assessments should evaluate the aforementioned biopsychosocial constructs, and recruitment should be targeted at the population of interest for mHealth implementation. For example, populations with widespread uptake of mHealth technologies (eg, high-income nations like the United States \[[@ref87]\]) may be of value for exploring individual and societal health concerns as they relate to innovative mHealth products. Such findings may translate to informative precedent for assessing such research questions in additional developing country populations where significant funding and infrastructure improvements have been recently proposed for mHealth expansion \[[@ref88]\].

Next, after evaluating the target populations' concerns with new mHealth technologies, we propose identifying any concerns that appear unfounded or overstated and developing evidence-based communication strategies that aim to minimize these misperceptions regarding biophysiological and psychological/behavioral risks related to mHealth implementation. In turn, these communications should enhance acceptability and self-efficacy for utilization of such technologies. Our view is that for meaningful impact, such interventions should focus on addressing the target population's most prevalent technological misperceptions and should be developed using theory-based procedures. The Health Belief Model \[[@ref89]\], the Theory of Planned Behavior \[[@ref90]\], and the Communication Persuasion Model \[[@ref91]\] may be helpful evidence-based theoretical approaches to employ in this context.

Finally, we assert that evidence-informed dissemination efforts of these theory-based communications (to the population of interest) are helpful to achieve the population-level effects for *preventing* additional future mHealth concerns. Providing consumers with accurate information, knowledge, and efficacy affirmations that appropriately (ie, evidence-based) allay potential worries, enhance trust, and facilitate the overall uptake of beneficial mHealth technologies are needed for this technology reaching its potential to improve health. Such public outreach and intervention endeavors will require determining the most appropriate and wide-reaching dissemination platform for the population of interest (eg, social media vs physician communication), the optimal frequency of communications, and how to design and tailor the specific content in such communications.

Conclusions
===========

New technologies can afford opportunities for improving societal function and individual well-being. mHealth technology holds the potential to have a large positive global impact on health. However, scientifically unsupported concerns surrounding electromagnetic radiation exposure may produce negative health outcomes via nocebo effects; coupled with data privacy issues and larger social implications, the array of related worries may hinder the development and implementation of mHealth technologies. We argue it is thus essential to carefully attend to these potential concerns, including distinguishing between unfounded mHealth-related worries and risks from evidence-based concerns and then evaluate and address the unfounded mHealth concerns. Some apprehension about new digital platforms (eg, wireless-powered pacemakers) may be expected, especially when the technology is very new and not widely documented or disseminated; it may also be the case that concerns, and avoidance may even serve to be proactively protective in some situations (eg, data security of PHI). Notwithstanding that some worries are entirely appropriate and adaptive, our goal here is to outline areas where unwarranted negative expectations and public concerns regarding mHealth are more likely. We hope that such attention may result in increased uptake of safe and effective mHealth, facilitating the reach and positive impact of these exciting new technologies.
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